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Research Focus:

Numerous approaches and perspectives have been utilised to investigate enterprise
information system security management. The focus of this special issue will be on the
individual computer user, the workgroup, and/or the organisation and its processes as
they relate to the pursuit of IS security. Organisations typically develop and implement
plans, policies, protocols, and procedures for ensuring the security of information
resources, along with user training programs and governance structures to promote
compliance with security policies and procedures. Working against these efforts are
dishonest employees intent on perpetrating some form of computer crime, as well as
sloppy or unmotivated employees who fail to maintain a secure environment due to
accidental or careless actions. What factors cause some individual users and groups to
maintain compliance with security policies, while others accidentally or intentionally
violate security rules and procedures? What motivators and inhibitors are effective in
ensuring compliance or in preventing intentional actions of computer crime, hacking,
espionage, or sabotage? How can compliance to security policies and procedures be
achieved? What are the causes of non-compliance? What factors within the
organisational context may motivate an employee to commit computer crime? How do
we understand the criminal behaviour of these offenders?

These and related research questions will be the focus of this research program. Topics
may include (but are not limited to) ...

- Theoretical and empirical analyses of information security behaviour

- Adoption, use, and continuance of info security technologies and policies

- Compliance with info security & privacy policies, procedures, & regulations
- Investigations of computer crime and security violations

- Individual motivators and inhibitors of employee computer crime

- Forensic analysis of security breaches and computer crimes

- Legal, societal, and ethical issues in information security

Theoretical perspectives may include behavioural, organisational, cognitive, cultural,
socio-technical, or other lenses for analysis of important issues in this domain. We
encourage not only empirical research studies, but also contributions to knowledge based
on other rigourous research methodologies, such as comparative case studies or various
qualitative, normative, or rational analyses.



